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American Cyber Security Management (ACSM) offers ISO/IEC 27001:2022 training and certification using two options: 100% Self-Paced (On-Demand); and Self-Paced enhanced
with a Live, certified and experienced trainer, spreading the 40 hours of training over 8 weeks, so you have just 5 hours of training per week. Either way it is flexible and
comprehensive. Information security threats and attacks continue to increase and morph. Protecting our data has become critical and many companies are turning to and requiring
information security and Information Security Management Systems (ISMS) based on ISO/IEC 27001:2022. This training and certification give you the formal recognition and proof
of knowledge, and the best practices, practical exercises, and case studies which help you to get equipped with real-world expertise. It is the experience and knowledge that you
can apply to your day-to-day operations and activities. Here are the three main courses:

1SO 27001:2022 Foundation
Delivers: Opportunity to understand the fundamental elements and security of an Information Security Management System (ISMS).
This Foundation course will enable you to:
e Understand the different modules of ISMS
® Appreciate policy, procedures and performance measurements
e Relate management commitment, internal audit, management review, and continual improvement

I1SO 27001:2022 - Lead Implementer

Delivers: Opportunity to understand how to securely implement and maintain an ISMS based on the requirements of ISO/IEC 27001:2022.

This Lead Implementer course will empower you with the information security controls and best practices based on a globally accepted framework. Through the
exercises and examples, it gives you a perspective and ways to apply the concepts to your real-world system. So, if you are responsible for, or on a team, that is implementing a
new or adjusting a current ISMS based on ISO/IEC 27001:2022 this is the training and certification for you. Enhance your career, deepen your knowledge, acquire the tools to
enable you to succeed and securely implement/manage your company’s ISMS. This Lead Implementer course will enable you to:

e Implement an ISMS based on ISO/IEC 27001:2022 requirements
Maintain and improve and ISMS based on ISO/IEC 27001:2022 requirements
Understand effective and necessary controls
Understand best practices and procedures
How to apply a framework for implementation and improvement of an ISMS

ISO 27001:2022 - Lead Auditor

Delivers: Opportunity to plan and carry out an internal or external audit of an ISMS based on ISO/IEC 2700:2022 in compliance with I1SO 19011 and ISO/IEC 17021-1.
This Lead Auditor course showcases how to apply what the ISO/IEC 27001:2022 standard tells you to do. Learn skills to enable you to:

e Master audit techniques

e Manage an audit program

e Manage an audit team

e Handle Communication with customers
e Conflict Resolution

These trainings and certifications are for those involved in building, managing, and/or auditing an Information Security Management System (ISMS) based on ISO/IEC 27001.
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We have developed the following table to help differentiate and understand the three main courses and their value.

The one that is right for you depends on your role and goals.

Training Course

Why should you take this training & get
the certification?

Who benefits from this training
and certification?

Self-Paced (On-Demand)
materials and videos &
certification exam

Live Virtual Instructor +
All Self-Paced (On-Demand)
materials and videos &
certification exam

ISO 27001:2022
Foundation

(14 CPD/CPE credits™)

To understand fundamental
elements of an ISMS

Formal recognition & proof of
knowledge

Add value to your organization
Proven best practices

e Individuals on ISMS
teams.

e Individuals pursuing a
career in security.

e Individuals seeking
ISMS information.

YES ($700 USD)
Self-Paced (On-Demand)
200+ pages of
information, examples,
best practices, exercises
& quizzes

NO
(Live instructor not available
for this course.)

ISO 27001:2022
Lead Implementer

(31 CPD/CPE credits™)

To prepare you to implement an
ISMS based on requirements
Career advancement

Increased earning potential
Formal recognition & proof of
knowledge, CPD/CPE™* credits

e Project Managers

e Consultants & expert
advisors

e Individuals responsible
for ISMS conformance,
implementation, and/or
maintenance.

YES ($1,200 USD)
Self-Paced (On-Demand)
450+ pages of
information, examples,
best practices, exercises
& quizzes

YES ($1,800 USD)

All Self-Paced materials
plus 5 hours of live virtual
instructor sessions weekly,
for 8 weeks.

ISO 27001:2022
Lead Auditor

(31 CPD/CPE credits*)

To prepare you to audit an ISMS
based on requirements

Career advancement/earnings
Formal recognition & proof of
knowledge, CPD/CPE* credits

Auditors

Managers
Consultants/advisors
Technical experts

YES ($1,300 USD)
Self-Paced (On-Demand)
450+ pages of
information, examples,
best practices, exercises
& quizzes

YES ($2,500 USD)

All Self-Paced materials
plus 5 hours of live virtual
instructor sessions weekly,
for 8 weeks.

* Continuing Professional Development (CPD) / Continuing Professional Education (CPE) credits
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